CONFIDENTIAL

UNIVERSITI KUALA LUMPUR
MALAYSIAN INSTITUTE OF INFORMATION TECHNOLOGY

FINAL ASSIGNMENT
MARCH 2026 SEMESTER

COURSE CODE : IKB21004

COURSE NAME : SOFTWARE VUL \xs AND EXPLOITATION

PROGRAMME NAME : BACHELOR TION TECHNOLOGY (HONS)
IN COMPUTER SECURITY

DATE 2026

TIME : 100 PM

DURATION \

RUCTIONS TO CANDIDATES

1. Candidates are required to read all instructions carefully before answering the questions.
2. This question paper contains printed information on both sides of the paper.

3. This question paper consists of TWO (2) sections, namely Section A and Section B.

4. Candiciates must answer ALL questions in English ONLY.

5. Write your answers in the Answer Booklet provided.

THERE ARE 8 PAGES OF QUESTIONS, EXCLUDING THIS PAGE.




MARCH 2026

TOTAL: 80 MARKS

SECTION A (30 Marks)
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INSTRUCTION: Answer all questions. Write your answers in the Answer Booklet

provided.

1. Which of the following best defines a vuinerability in a system?
A. A software feature that enhances usability
B. A protocol that improves network speed
C. Aweakness that can be expioited to compromise security
D. Afirewall rule that blocks traffic

2. Which of the following is a common goal of attackers in the €yb

A. Strengthening security policies

B. Exploiting vulnerabilities to gain access or contr \\
C. Reducing system downtime
D. Improving encryption algorithms

3. What is the primary objective of sy W
A. To optimize system performanc
B. To update operating syst@ms
C. To configure firewalls \
D. To gain unautho nd control
)
e all

4. Whatistheg ining access?

A. To remov of the attack

. To maintain persistent control over the compromised system

B
C. To improve system speed
D. To check log integrity

5. Which Windows tool aliows viewing and managing event logs?
A. Task Manager
B. Device Manager
C. Event Viewer
D. Disk Utility
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6. What is privilege escalation?
A. Gaining higher-level access than initially obtained
B. Removing system patches
C. Running antivirus scans
D. Using guest accounts

7. Hcerizontal privilege escalation allows attackers to:
A. Gain admin-level controi
B. Access accounts with similar privilege levels
C. Modify firewall rules
D. Delete event logs

8. Clearing logs is part of which phase of system hacking?
A. Gaining access

B. Escalating privileges \\

C. Maintaining access

D. Covering tracks

9. Which malware mechanism is desighed to provide persistent unauthorized remote
access?
A. Ransomware
B. Trojan \

C

D

. Backdoor

. Rootkit
10. Which method h ackers elevate privileges by replacing system files?

A. File manipulation
B. Log rotation

C. Backup restoration
D

. User training

11. Which of the following is an example of passive footprinting?
A. Ping sweep
B. WHOIS lockup
C. Port scanning
D. Banner grabbing
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12. The command nslookup is used to:
A. Check system performance
B. Crack passwords
C. Capture network packets
D

. Resolve domain names
13. What does banner grabbing help identify?
A. Server software and versions
B. Email passwords
C. Social media friends
D

. User browsing history

14. What does traceroute help identify?

. Website content

15. A DNS zone transfer vuinerability a

A. Verify password strength

B. Reset DNS servers
C. Enumerate the entire ailYinformation
D

. Change TTL val

16. What is footprifiting via Web services commonly used for?

A. Enumerating dpoints
B. Cracking passwords

C. Disabling antivirus

D. Formatting log files

17. A common risk of outdated WHOIS privacy records is:
A. Slow DNS propagation
B. Loss of domain
C. Invalid MX records
D. Exposure of personal contact information
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B. System passwords \

C. Path packets take to reach a destination
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18. Publishing malicious apps on official app stores relies MOST on:
A. User trust in platform reputation
B. Zero-day vulnerabilities
C. Weak encryption
D. Technical exploits

19. Which password policy reduces brute-force attacks MOST effectively?
A. Strong passwords
B. Password reuse
C. Account lockout after failed attempts
D. Writing passwords down

20. Which action BEST prevents identity theft? &
A. Using private Wi-Fi or avoid public Wi-Fi networks \

B. Oversharing on social media \
C. Enabling two-factor authentication
D. Strong passwords

21. Which of the following BEST descrij
A. Atool used for scanning vulner:

e

2

i £

%
7))
-

B. Ascoring system to meagure
C. Afirewall configuratio n
D

. A password enc

22. Which factor MOST inflilences vulnerability prioritisation in an organisation?
A. Number of vu ilities
B. Colour of severity rating
C. Business impact and asset criticality
D. Type of operating system

23. Which of the following is an example of active reconnaissance?
A. Reviewing company website
B. Searching Linkedin prdfiles
C. Performing port scanning
D. Reading public reports
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24. What is the PRIMARY purpose of a vuinerability scanner like Nessus?

A.

To exploit vulnerabilities

B. To detect and report known vulnerabilities
C.
D. To monitor user behaviour

To encrypt sensitive data

25. Which vulnerability is MOST associated with APis?

A

A.

. Slow intemet connection \
. Large file size
. Publicly exposed storage buckets

27. What does the principle of least pri le

B
Cc
D

comwm

28. Which of the
A,

Broken authentication

. Buffer overflow
. Open port scanning
. Disk fragmentation

Users should have full admi

Users should only have agce:
Users should not have sword

Users should sha

ecessary for their role

ST describes a false positive in vulnerability scanning?

A vulnerability does not exist but is reported

B. A vulnerability that is confirmed exploitable
C.
D. A vulnerability that is critical

A vulnerability that is patched

29. Why is patch management IMPORTANT in vulnerability management?

A.

It improves system speed

B. It removes unused files
C.
D. Itincreases storage capacity

It fixes known vuinerabilities in systems
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30. Which of the following BEST reduces the risk of Man-in-the-Middle {MITM) attacks?
A. Using HTTP
B. Disabling firewall
C. Implementing HTTPS with TLS
D. Using default passwords
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SECTION B {50 Marks)
INSTRUCTION: Answer all questions. Write your answers in the Answer Booklet
provided.

CASE STUDY

FinServe Solutions Sdn. Bhd. is a growing fintech company in Malaysia that offers a mobile
and web-based digital payment service for SMEs and individual users.

The system environment consists of:
1. A customer-facing mobile and web application
A RESTful APl backend handling payment processing

A centralised database storing user credentials and finandial
A cloud-based hosting environment
A small internal IT security team responsibie for s N\ ance

Recently, the organisation has cbserved:

U

1.  Multiple unauthorised login attempts and suspiciou$ transactions

2.  Possible misconfigurations in sysiém'§ecurity controls

3. Increasing concern from management r
and customer trust

4.  Management has reque \1

and recommend i

ing data leakage, compliance (e.g., PDPA),

ability assessment to evaluate system weaknesses

(a) Vulnerabili entifigation and Analysis

You have been appointed as a Security Analyst for FinServe Solutions Sdn. Bhd. Based

on the case study above, prepare a vulnerability assessment and risk analysis report.

Analyse and elaborate on the following potential vulnerabilities identified within the
system:

1. Ineffective Authentication and Authorisation Mechanisms

2. Lack of Secure Communication Protocols

3. Insufficient Input Filtering and Validation

4. Use of Unsupporied or Legacy Software Components
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For each vulnerability, your answer must include:
1. Description of the vulnerability in the context of the case environment (2.5m)
2. Category (e.g., Application, Network, System) (1m)
3. Possible exploitation techniques (2m)
4. Potential impact on the organisation (2m)
(30 marks)

(b) Vulnerability Assessment Reporting

Explain FIVE (5) key components of a professional vulnerability assessment report.
For each component:

1. Provide a clear description

2. Justify its importance for management decision-maki
(20 marks)

N\
&
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