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SECTION A (Total: 100 marks)

INSTRUCTION: Answer ONLY FOUR (4) questions.

Please use the answer booklet provided.

Question 1

CONFIDENTIAL

a. What are the historic ciphers that were badly broken. Explain by examples.

b. How the following cipher works
i. Caeser Cipher
i. Vigener Cipher

iii. Rator Machine

Question 2

a. Formally define discrete probability and why it i er

b. Write short notes on the following:

i Events V

ii. Random Variab

L 2
i.  Uniform Ra \

iv. andomized algorithm

Question 3

a. Formally define Symmetric Ciphers

b. Whatis correctness property of Symmetric Ciphers

c. Prove that one time pad satisfies correctness property
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d. Whatis Shannon theory? Define formally

(5 marks)
e. Prove that one time pad has perfect secrecy according to shannon’s theory.

(5 marks)

[Total 25 Marks]
Question 4

a. Explain the components of Trusted Platform Module.

(5 marks)
b. Describe the following different cryptographic primitives used in TPM

(20 marks)

i. Endorsement Key
ii. Sealing
ii.  Binding \\

iv. Storage Root Key
@ [Total 25 Marks]

Question 5
a. Explain process of Remote A staw
(10 marks)

b. How Static and Dyna% remote attestation techniques are applied during remote
attestation. Give ex \o techniques.

(15 marks)
[Total 25 Marks]
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