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Abstract 

 

: The adoption of ISO 27037, the international standard for digital evidence 

handling, remains poorly understood in emerging economy government 

contexts despite its critical importance for cybersecurity and judicial 

integrity. Existing literature predominantly examines private-sector 

implementations in developed economies, neglecting the unique 

institutional and resource constraints faced by public agencies in 

developing nations. This study addresses this gap by investigating ISO 

27037 adoption among Malaysian government digital forensics 

professionals through an innovative integration of the Technology 

Acceptance Model (TAM) and Technology-Organization-Environment 

(TOE) framework. The research develops a comprehensive theoretical 

model combining individual cognitive factors (training, perceived ease of 

use, perceived usefulness, and behavioral intention) with organizational, 

technological and environmental determinants. A key innovation is 

conceptualizing organizational readiness as a second-order construct 

comprising six dimensions: digital forensic readiness, resource availability, 

governance structures, compliance culture, leadership support, and 

institutional trust. Using quantitative survey methodology and Partial 

Least Squares Structural Equation Modeling (PLS-SEM), the study 

examines how individual cognitive factors influence adoption, the relative 

importance of organizational versus technological and environmental 

factors, and the pathway from individual acceptance through...see more. 


